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mm&) . mmm 

mmmmfr ^<Dziy^yvn^^f=.it mmmm izM-rz^y^yymmzftte 

f (EKB) lC±oTRt#ffc£;ft£E KB@Bf93f-Rif-^3f- ( 

KEK) 

trffH^^t^r-yn^^ (EKB) JC^M^tlfeE KB@B#^r-Bf#dp- (K 

e k) izm^^^T&m^&tem^&mm<Dmmttm£te£n>Tyvmz^v 

- (KEK) \Z^-oX^mt\^t=.nyfyV^-^m\L'f-^ : E (KEK, K 

con) z^timf&T*&zz\£.*!&ffi£.-tz>m&mi izmnnT'-zmmmn* 

[ft 3*3(3] 

^^Hb^-^Dy^ (EKB) ICtej»$;ftfcE KBgEM* (KEK 
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(kek) <D&^^m*mi\sTm%zn&*-m j %i\:*--&* : zv k& 
(kek) (Dm.^&mzmftLTm^nzic-m-Bfcic-zt^v 

-Hf^^r- (KEK) ©jaMnTfBtt&WJtU aSJS «rtBfc«^lC;i3V*T;* ^ U IC 
^ftJ&ttUfc^r-lfc-^- (KEK) §:ffflU ®M^artg&#-£{C£^T<Z># 

ISIHtM^-^D-^ (EKB) JC«fcoTHgp#ftS*lfl«Stl<&EKBSBM 
*-fM=Sf- (KEK) fcfc % -fftft (A-^a>) 1ftft#<Z>:55*rffi 
3B*^frS ti**fiKl?&* d h ~fZ>m#m 1 tc IBIS© 7 s - *&JI^g. 

IBUftSlitt^ e> © =i > tt y v nSi £ Tz. li&tt&fB KM"? 5 ny^yy mm Zfite 

Ji%J4t*r-zfUy9 (EKB) IC <fc o THgFM; $ ftfc E K B BWg^ -Bff-t* - ( 
KEK) tc3£^v^T*^IB*i©^a«©affl>^«ti:>&:*3>7 t >y«S:^'r 

£ff # ic -T £ d £ & £ "T £ - # *Q.3I # as. 
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- (KEK) \Z ^•oX^mtl^fc.ny'ryv^-m^it'r-^ : E (KEK, K 
con) &-£t?flSj£T*&&£ £&#IKfc?-£3t2fc^7Cffi«©^-#&3:#iS. 

»*-^D*^ (EKB) iCteiMStlfcEKBrnte^f-HiF-jt*- (KEK 

#^r- (kek) (Dm.^m^mn vx^n^n^^-m^t^-^^^viz^ 
m luw-t z>z.n zmm i jcihik©-? - # *m;#?su 

[ff^l i ] 

(KEK) ©m-^MS^H^TbT^^tl-S^-Bt-^^dp-^^^UlC^ 

(kek) (Dmmvim&zmfeL. mmpmtam&K&^xttvK. 
¥&>femLt=.*r-m-%*- (kek) mm^ffit£m&\z&^x(Dfr 
. mmmwf-Bsmm y r >r l ^tsi £ £#$t£;-t zm&m i \zu 

2] 
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#3f- (KEK) ©m#*M£llff LTIfcff S ft * * - BTiHb * - & * *E U fCl& 

-m^*- (KEK) (Dmm-zsm&zwfev. mm^sm^m^iz^^x^^viz 

[0 0 0 1] 

£ RrtB£1-£h£t;(C> m$b4t*~'7Uy9 (EKB) (C<fc o TBff#ffcS*lfc E 

KB@B#^r-Bt-^^- (kek) izm^ ^xmm~^ ffiftm^t&mmcDmmttm t 
ftznyryvrnz^v ytrjivyh •*r-**.'\*j #mmt. Lx^mmm 
m^mm7Tj;i*mmmmtzw&^&zt.iz&vmmw&nyTyy&m**i 

ts. 

[0 0 0 2] 
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-# (JWT, Z.frh*ny^-yy (Content) 

*vby-?. fesvAii, ^^u^j-f, dvd. cD^©^ii"5rtg^fB'ii^ 

■x->ytt, n.-*f (DIRTS' Z> P C (Personal Computer) , |f£#ffl#§. 
&>!f-AP#§&Cfett£n>^:/yT r -#tf)^fs, V^i*^ U F\ CD, 

d vD^mmmikommizj: y, ^>^>yi?£&3S#i^T stifey, 

[0 0 0 3] 

*;fr£^fBl-££#)> &£V>teDVD. CD^{CT^-feXT^fe«DCD-f ' y % 7 x. 

-*&^U $ £ K: n > ^ >y J^fcsfiffflp^a, •fuif^A, 

[0 0 0 4] 

[0 0 0 5] 

o 

[0 0 0 6] 
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atfeSo mz.m y%-%v b^ZftLxm^tztifr^T"-* 

[0 0 0 7] 
[0 0 0 8] 

ta encryption standard) jfi#>g> 0 
[0 0 0 9] 

m.X&2> 0 M^-tia.— *f*^*fe^^r;- KS:A*fc L/T— *lPlttH»[S:aiML/ 
t, *©ffl;&fciS^TIliF-£<ft*t, tt^fctt&^-r <5fc©"e&5. ^ (Z) J: ? IC 

[0010] 
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miz*^xm^it^nr=.^mitmmm^n^mA<D^t>m^-t^zt:^v^^ 0 

&BB8tB£^ft#^<Z>-f^ft&fc<BfcttR S A (Rivest-Shamir-Adleman) Hf-J^tf 

- if ic #f L X <D * rT m h "? & t/ X t- A AM ffi t. & Z> o 
[0 0 1 1 ] 

[0 0 12] 
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[0013] 

{C, fM*-^D»; ? (EKB) IC ioTBt^bStlfeE KBBBfB^r-Pif#^ 
- (KEK) CSo'V^T^#■^|g^BiF#^I ^ S^©^affl*f^^^-^>=I>^>^^:$: 

[0014] 

[ warn & »fc -r tz. &> © ] 

±<z>;i/- K y-K, £<fctfy -7K.&**~&ttj&fmit*r-yv -*mf&~? 

mmt*-7~Uv V (EKB) JCfcoTHBF-IHfcStlfcE K B gjjfgdf -Hf-!f 3r - ( 
KEK) £;£U 

IfffB^^il'fbdr-^n y V (EKB) KteiWSftfcE KBKfe3F-HgF#.3p- (K 
E K) K:S^v^TIR»^IB*Bt#«ta«<Z)affi^^:^«3>^>y«[S:^•r U 

[0 0 15] 

^r-Y ;Mi, n>^>ycDBgf#&M©8tT&£n>^>y3r-K con gfffB 
3f-ff#=3f- (KEK) iZ J: o THf #<fb b =1 >-r" > ^ -BTJ^ffc-T 5 - # : E ( 
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KEK, Kcon) 
[0 0 16] 

ti, ^mt*--?Uy V (EKB) iZ&fflZtltcE KB@H#^r-P|f#dp- (KE 

k ) izm-3^TJ&m*si£& m ^mmm <z> mm mm & & =i > ^ > y i& © ^ h f c 

£ H *r -T & #J* £ ^ £ 3 £ & # U t. ? £ . 
[0 0 17] 

it, mm^mK^isfemmnmmm^mmyT^jitp&vytijyyb 
Bir#^- (kek) (Dm^mmzmft Lxm%znz*-mnit*-%:*^:Viz 

[0018] 

(KEK) (Z)«[#«taS:HtfbT3l^StlS*-BiF^b^-S:^^UJC 

V^T, fSrlB^^UtC^a^WLfc^r-Hfip-^^r- (KEK) ©jg^ RTtB'ffifcWJt L/ 
> ?iffi«rig^#-a-{Cj3V\T^ ; E l J C^#)*&ML£3r-Hi#3f- (KEK) fc^ffi 

[0019] 

(EKB) iZk^rmmtZtimfcZtlZ E KBMB>ft^-0t#dr- (KEK 
[0 0 2 0] 
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s&tc, 2 ©warn, 

mmt^-^uv z (ekb) iz&-oxm^it-£ftfrEKBmm*-i%-%*- ( 
kek) izm^^Tm^m&m^mmm<DMmttM£&&^yT>vmz^-t 

[0 0 2 1] 

7 7^;i/tt, n>^>y<Z)Bf#&S/B©£t^&£n>^>y3f-K c o n ttrfB 
3f-H£-J§-3f- (KEK) \Z J; o TRgf-Sf-fb L tc n y^-y V 3f ~m^it"r~ Z : E ( 

KEK, Kcon) &-&tf#/*-e&5£fc fc^fc^S. 
[0 0 2 2] 

(EKB) IZfefflZtlfcEKBmmir-m-^*- (KEK) ^TM «TtB 

[0 0 2 3] 

#^M^fWff#7 7^;WC^£*l3 E KB@BfS^-flg-5§-df- (KEK) 
[0 0 2 4] 
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u x mm £ n z * - m^t * - z * =e u izwm & t n *, tc 

-m^*~ (KEK) <Z)jg/B«rtgtt£¥'J£U iiffl^fg&^tC^T* ^ U IC 
^^L^-R^*- (KEK) OTU ^ffi^fg&lil^C^T©^ 

[0 0 2 5] 

#3?- (KEK) ©^#«l i S|§:||^LT^#$tl-g)=3r-Bt#'fb^-$:^ ; EU{C|& 

(kek) (Dmm-zsM'&zmfeis. mm vSffitem&iz&^T*^ utc 

^^^Lfedr-Bt-^^r- (KEK) OTU fcM^tBJ&S^tCfc V*T©# 
[0 0 2 6] 

# • 7u?^&zny¥^-$T$mtej&^r*m&-?z>m<frx*&z>a mm*, cd 

[0 0 2 7] 
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[0 0 2 8] 

#^©2 ^{c -fifing ^-r-s^B^o^M^^i-^ 

[0 0 2 9] 
[|§^CD^Jfe(Z)^ffi] 

hi ic.*ftw<DT-*Mm^xT&<Dmm^M&nyTyym^isxT&m$: 

^t-To 3>^>^/iBm^l Oli, f-^j?iafa2 0^LT, ny^yv$> 
„ T-*-^^ai#m2 ox-li, ^fibfcBif-5Ht:=i:/^>y, ^^^^t^^itny^- 

m^mi o t^'-^ra#ig2 o iKDm&T-zxmz. 4y*-%*> vmv>% 

[0 0 3 0] 

^©^-^tan^s 0{CT-*-^$:^bT^#i-§ o r-zmm^m 

m£LTlZ*^:VXTJ (Memory Stick: fgJfiQ ) ^-g-^tl-5 0 f-^BI^ 

^2 o^^-^ian^i^ o izM-t&r-xwMm. te^zfT-tmrn^m. 
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[0 0 3 1 ] 

Briery, ^©BRjct)*«ra©ffi2igiE«ta, ^-*©i©#&Ji#i£fT«!s*i<5 



[0 0 3 2] 

n>^>^Se«#^l 0 hLTtt, h l l, 2, «f£ 

MU 3, DVD, CDfffl^f^HMtJ, — r-*ftl#a20 

©f/H^tlttt, A-y-^;i/zi>ifj.-^ (pc) 21, tf-z-fA/T/U 

X (PD) 2 2, £S^SfS, PDA (Personal Digital Assistants) 3t<Z)$& 
DVD, CD^ U— V^©IB»S^«. '^-A3g5fc2 4, :* ^ U - # 
— K (ex. ^^>J-^f^^ ) &5pJfflOfc^««2 5*#fcS 0 

d*ie>'7 r -*«!!?i^®2 o <£>#t-vw z2>5 L > x yiB'f&#ai o^e>ii«s 

[0 0 3 3] 

0 2}c, ttmwte^yTyvT-*<D®mmmM%:i*-t 0 0 2tc^-r^^^A 



te, /\ 0 -v^;i/n>t? (pc) ioo, S4if 2 o o & «ttfia«S«3 
oo^T*©f-^ (3>^> % y) ©^^M£^u£Iiit*&&„ pciooi* 

, ?U?^I*1&&TfT-*%ZMmQ>n--'FT4 7*9 (HD) 3£>lC, ^ 

[0 0 3 4] 

^-V-f-;iny¥=L-# (PC) lOOlt -f>#-*>yh, 2^MS^tf># 
ffll*^ h^-^lC^MnTtbT^U, 09;ttf, EMD (Electronic Music Distribu 
tion: m^mmm) te£<DV-¥X*Mm-t2>mmL&\,^-^x7uA>( 9 

, S4iI2 o 0{cmiji-^ o rt-v-j-^nvtra.-* (pc) looii 



1 3 



ffi$E#2 001-3038639 



#2000-22212 4 



y-}-)\sny\£x.-% (PC) lOOH:, WAWU CD, DVD^?.AiJbfcf- 
# ^S4gft2 0 0 CffiAtS. 
[0 0 3 5] 

sa'BiSff 3 o o i±, #^S2 o o m^l^^ux 

V V (Memory Stick:jg^) 7 =y V V =l * U & nTfg& 

[0 0 3 6] 

EI2{C^-rJ:e>{C, PC 10 0. S4if2 0 0, fE'BII£g3 0 0ff9fC;£tt£ 
[0 0 3 7] 

&)<7)z2y9-yv^-m^^~^(Dm^^m-^mm^~^, ^£jciE^&^-f -t? 

[0 0 3 8] 

H3 ©ftTSfC^-r^->A0~ 1 5 ^ 3 ^^y^ Hff &ff 

) n^sstt-e&s. t*t)%H3 K^-rmmv u- (*) «Kt®«-ig(y-7 : 1 

[0 0 3 9] 

#f/W^0~15», S3iB£&SV^iffiflrl$, &Sm*-e©ffelC^T, EI 
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3f--fey h fc^^EU JCftJlft^-S. 03 ©STSJC^-TK 0 0 0 0~K 1111^ 

~kiiu; - K*-fci-s. 

[0 0 4 0] 

03 iC^i-y 'J -«J*lCfcV^, M^-it^A^ * 0 [i'J-7^-K0 OOOt 
, y- K^r- : KO 0 0, KOO, KO, KR&ffin. r/W^ 5ttK0 1 
0 1, K 0 1 0, KOI, K 0, KR5:Mt6„ tVW X 15tt, K 1 1 1 1 
, Kill, Kll, Kl, KR$:MtS. 0 3 CD^ U - &C It^rtJ X 

#0 — 1 5(0 1 6M©#!B«3*U ^ U -ffi&&4MMt&<D^m<D£nf=.&tift 

[0 0 4 1 ] 

0 3(Z)^y-^{C-g-^tl-5#^A-f XiCli, ft 
'J^&ftffibfc^'EUA-K, DVD, CD, MDf, i^^^-Y ^ CDfB'lJtSiilf 

[0 0 4 2] 

x.^0 3 ©j&*S-eHAy£3P£\ -r&fc^rW XO, 1, 2, 3 

U , & 3 V* tt#-7^>f X !b ^ D A-T £ V \ tt&ftr|»gB3! fC 3 > ^ y v m&<D 
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mit. msoigM'vmAjfdfliifi; t^^f^wxo, 1, 2, 3&io©y;i> 

[0 04 3] 
[0 04 4] 

5 3o©f/U^0, 1, 2, 3 It J - K=¥-£ LT^il(Z)^r-K 0 0, KO, 

KRifiiits. - F*-&mmi&itmm-tz>zt.iz£ y, M^.{«it© 

nv^i/y^-fc-rVW ;* 0, 1, 2, 3©#lcf6# t r5;i£#-5riBfc 3 S:$ B 

frfc&l^itf il&^A-fX 0, 1, 2, 3 

"T->^*-©ai3£*«RriB"T?*S 0 lrfc^2>f> , y^-Kcon5:;-F 
3f-K 0 OT'Bf-^'fbLfe'fiiE n c (KOO, Kcon) **;M7-^^b 

TSbz^temmmmcfemLTTAj * o, 1, 2, 3 scu^irtui, ^a>t* 

0, 1, 2, 3©##, -E-^^tlO^A-f J*{C^T^^1-£ft^y - K3f — K 
0 0 £fl^TBif-^E n c (KOO, Kcon) »T3>f>^^- : K c o 
nS#6Ifc#nrifc&5. Enc (Ka, Kb) « K b £ K a IC J: o T 

[0 0 4 5] 
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&£B#,£t fA-fX3 CE>0T^^£$i :K0011,K001, 

K0 0,K0,KR^?f iCJ:y#ffiSftT*MUfc3i:#f8j5£L 
-£*lJ», i/^h, (tVW^O, 1, 2, 3<Z)?*;i/->0 T*i£^fg£ 

fc&tCB:, 7- K=Sr- :K001,K00,K0 , K R £ -etl-?tl«f fcjQiftl K (t 
) 001, K (t) 00, K (t) 0,K (t) RlCJgfrU t^W * 0 , 1, 2 
lC^©3g§r^-£>fKX.£i&M#&£o lit, K (t) aaalt ^Kaaatf) 
-fftfS (Generation) : t ©Jgff £ £ &3t"T„ 

[0 0 4 6] 

Jgff^-©@B«So^T^-r-5 0 3f-©J€§T&, 04 (A) IC^ 

-tm%i\L*c--7U«j V (E KB : Enabling Key Block) t. Pftftl-S y ^ 

-rfnv9 (ekb) \t, m3iz^&v&yv-mmzwm,-tz>&V-yizft 

fl&Stl-So l^-^n-yi' (EKB) tt, =3p-Miff^n^^ (KRB : Key 
Renewal Block) £ PffcfflS Zl £ 
[0 0 4 7] 

04 (A) iC^f ^S&^^r-^n y ? (EKB) }C«, 7 - K^r-tf) JS 

So 04©#H2> 0 3 tC^-T^y U-flljtrfJ^^A^^O, 1, 2JC£V^, IftfS 
t ©Jgffy- K*-SS*tSii:S:Bfl5lfc L T^J& $ *i -7-*- 

0 3 frbmbfrte^oiz, f^U^O, -rA^fxlte. Hify-K^r-^b 
TK (t) 00. K (t) 0, K (t) Rj^Mtfty, «rV"W*2M:, ^.ffi J 
-R-tl/TK (t) 001, K (t) 00. K (t) 0, K (t) Rifi&m 

[0 0 4 8 ] 

04 (A) ©EKBJC^SnS Jt^tCEKBtCttaSSCOHff-^ffc^-^StlS 
o MT&.(Dm^it^~it, Enc (K0010, K (t) 001) V&Z>„ Zltl 
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ttf^U^2(Z)KfOU-7^-K0 0 1 0 IC ioTBif-SHt^tlfeJIfry - K=5f- 
K (t) 0 0 1T&U, f/UX2tt, ei-O^'J -7*-lZJ:'oXZ.(Dm-% 
ft*-«:«#U K (t) OOl^SIfc^tS. £ fc, fc-lftcfc »J*SfcK 
(t) 0 0 1 ®4 (A) ©T*^e> 2 |£ Eff-51-ffc dp -E n c (K (t 

) ooi, k (t) oo) zm^ffitteV. Hffy-K^-K (t) OO^f 

Sit^TfSS. «TM, 04 (A) ©±^P>2SS<Z)H|F-iffb^r-E n c .(K 
(t) 00, K (t) 0) &fc#U 3SSfy-K*-K (t) 0, 04 (A) © 
Jlfr&lSIfflllfW-Enc (K (t) 0, K (t) R) £^#UK (t) 
R — f/U7K0 0 0 0. K 0 0 0 Hi, ; - K^r-K 0 0 0 }JI 

^■*-S*Nfctc-£**iTfc&i% JEifr^ — K3f — £ LTi&ll&COte:, K (t) 0 0 
, K (t) 0. K (t) RT-&£o f/H^KOOOO. KOOOllt 04 ( 

A) <D±fr±> 3aBCDH|p#fb^r-E n c (KOOO, K (t) 00) fe«-JfOK 
(t) 0 0, £Jfc#U WT> 04 (A) 2©g©HgF-IHfc3f--E n c ( 

K (t) 00, K (t) 0) Jgffy-K^-K (t) 0, 04 (A) 

©Ifr&iaSCIIfftt-Enc (K (t) 0, K (t) R) £^#LK (t 
) R5:#5 D r©J:e>tCLT, f/U^O, 1, 2 te3i$T L £I*K (t) 00 1 
,K (t) 00, K (t) 0,K (t) R^^§ii:^t^5„ 04 (A) 

[0 0 4 9] 

0 3 iZm-tV U -#3tO>J:&a<Z>,> - K3f- : K (t) 0,K (t) ROMff 

#*3te&»K y - K3t-k o o©*©3g«f«ta^i&siffe««i^tcii, 04 ( 

B) ©|»^-^D^ (EKB) feM^SifcT?, Hff^-K^-K (t) 

oo^f^U^o, 1, 2jcBB^r-r*ri:^TS S.- 
Coos 03 

04 (B) tc^iTE KBte. m^l£<ftM<DtfJV--7\z&\,\T&m~?Z>%rfctezi 

yTyy*-zmi$-tz>m&izmRi-5smx$>z a ^j^lt, msiz^Mr^ 

■ttfJV-^ftOTrt'f X 0, 1, 2, 3#&saB»«E#&AJv\T;J3*;, #t£&& 
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, 1, 2, 3<D&m(DJ - F3f-K 0 0 £M$T Lt=.K (t) 00£ffl^T#Tfe& 
^il©3Effn>^>^=¥- : K (t) con&BfMLtf-^Enc (K (t 
) , K (t) con) £04 (B) {C^f E K B £ t %> iCg^t" £ „ i(Z)@B^{C 

[0 0 5 1] 

•t&fc^, f^MXO, 1, 2(iEKB^aitffcK (t) 0 0.$r^VNT 
[0 0 5 2] 

05tc, t B# Jf-Q (Duy^-yy ^r—K (t) c o n &#S#t?IMi: IT, K ( 
t) 0 0 &mi<^Tffitc.te&M(DayTyy*r-K (t) c o n5:fiffftLfcf- 
#Enc (K (t) 00, K (t) con) £04 (B) lC^"f" EKBt 3cf3£S 
Ift^LTffbfcfyUX 0tf>#L3®£^f c ^Sifc^E KBlCj^flgf-Sftf:* 
£=i>^>y3r-K (t) coniLf^T^S, 
[0 0 5 3] 

EKB^g^&^^&^^-o^y _ F^r-KOOO SrfflVATJiK&Lfei: 

KicEKB^itci'j, y-K^-K (t) oo^n. $e>ic =a#L 

feJgffy-K^-K (t) 0 0 ^m^XMm^y^yV^r~K (t) con&^g 
fit, mz^ftZmm-tZfc&bfcgftfctf-tfW^ U - 7^r-K 0 0 0 0-£B£-i§ 

[0 0 54] 

[EKBffl7t-7-v h] 
0 6 tc*^b=¥-yn (EKB) <z>7#-w hMfc^-To ^-^3>6 
o Hi, mmt^-zTnv ^ (EKB) 0yt-i;3>^tlSiJra5. 

. a- vnyitmm<DE kb ^mm^ ^mm ii ^ y ^ y v tcDMmm^^-tm 
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EKB) *<Z)^-#a5©&g£^tf^ >#T*& U> # ^sK>f 6 0 4 ^ 
[0 0 5 5] 

[0 0 5 6] 

*^9S6 0 7tt, 7 s -*ffiM&»3*ifci«#ft3*ifc,>- K3f-, V-y*- 

B7t'it ^-^il LT5 l cfC®4 (A) TfSlibfetM^-^D*;^ (EKB 
) £i£#-f 3M£^LT^£ 0 rcD^CD^-^tt, @7©i (b) IZB~?£?IZ. 

7F1/Xi:n. 3 h^-c^Jgif^r-K (t) R##**iTV*£ 

<D~Z\ Vvy° J — FT KbxttKRh^S. ^tf>££. flf^tfflLta©"?- # E 

nc (K (t) 0, K (t) R) {£, gf 7 © (a) IC^-TPM^ U -Ka^teS 
IC&£ 0 ZZX% ^(D^-ZIZ, Enc (K (t) 0 0, K (t) 0) TfeU. 

fcv 1 3*1-6. {£ (L) (R) #40 htt^ 

3*l£„ fi±a©f-*Enc (K (t) 0, K (t) R) (D&lZltr- * 

T^-r-^JC^f^KSS^ EI 7 (c) JC^-r^-^JQ, £<fctf#^3W«j& 
3*1-6., 

[0 0 5 7] 

#^ti, -^-^Enc (Kxxx, Kyyy) y -#3tt©££ICffiB0T 

v*s©;fr£^fc«>jc«5e3*is s. 7 s - 3*1-6* -5 s -* 

Enc (Kxxx, Kyyy) ... It ^ttCR&^tSftfc*-©!^-?-* 
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0:Enc(K(t)0,K(t)root) 
00:Enc(K(t)00, K(t)0) 
000:Enc (K ((t) 000, K (T) 00) 

[0 0 5 8] 

06}Clot, EKB7t-V^MCoV^t$P,lClffSo ^£ (Signatur 
e) tt, m%Mt*~'7ay9 (EKB) &3fcfrLfcW;U*ltl?3ffi1z>*, 

XiiS^IEtCfcoTiES^^M^-^n^^ (EKB) »ff#*«^ff L/fe^ 
»ft^-^D»;f (EKB) T-&<§>^ £: £ffftIg-f3o 
[0 0 5 9] 

±I®Mt'tt, n^-T^y^-oai&E KB £ £lblzm.tt-t Z>mlZ'^\ l ^TMW 

- £ #-£ T 1" £ iZ -d V \ T &s T % 9! -T £ . 
[0 0 6 0] 

08i:rfflf-^M^t. 0 8 (a) a* 33V T, Enc (Kc 
on, content) 80 1 J,t> ny^fyy (Content) ^.ny^f-yv^r — ( 
Kcon) T*Hif-5Hf:bfc-5 :r -#-e& 'J, Enc (KEK, Kcon) 8 0 2 
3>«r->^y^r- (Kcon) S: 3 >-5=->^4r-Hgp#4r- (KEK: Key Encrypt i 
on Key) T?HiF-£<fb Ufcf 5 - * T?» »J , Enc (EKB, KEK) 8 0 3 (t 3 > 
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f>^^r-B|f^-KEK&«^-^n>^ (EKB) {C J: o TBgr^-ffc b £ 
[0 0 6 1 ] 

ZLZL"Zr, n^^^^^-Bgf-^-^r-KE K« % El3T^tV-F3f- (K0 0 0 
, K0 0-) , h3r- (KR) gWottJ:<, ^fey-K^P 

- (K0 0 0, K0 0-) , h=3f- (KR) (C J: o TBf #<fb $ tlfe 

[0 0 6 2] 

08 (b) l±, |jnR©n>^>y#;*^-r 71C|B«3*U -etl-?tl^|ofCE n 
c (EKB, KEK) 8 0 5 &#affl LT V*5*#(&#J$0I&^\ 3 © J: e> 
J&lCfc^Ttt, ^-^fClUDE n c (EKB, KEK) £#;&t|-r<2> d il & < . 
Enc (EKB, KEK) iC U > ^ U > Sr^f f 1 - # * fC#Z/U 

s ^ ^ -r £ d # £ „ 

[0 0 6 3] 

0 9 tcn^^^^^r-Bff-^^P-KE K&, EI 3 (C^f J - F^r-KOO £Jg§r 
b^Jliffy- (t) 0 0tLTi^Lfcl^^t o 0 

3 <D*Jg#T-H^y;i/-^lc£vAT^;W;* 3 jb\ M^ttfit©^^ y y sK 

, 1, 2 (C*f LT09 iC^f (a) ^Sftft^f-^ny* (EKB) (b) 3 

>^>y=»f- (Kcon) zny^yyir-m^ic- (KEK = K (t) 00) 
THir-*Ht (c) n^-y^y (content) Zay^-yyic- (Kc 

on) T'Bf^-fbLfe^-^^^gg^'T^rttC.kU, f^XO, 1, 2tel3> 

^yy z. t. 

[0 0 6 4] 

0 9©#{ffiIfC&, -j-VW^ 0 JcasttSaMM^ESr^LT&S. -r^W * 0 fct, 

va^^#ms|{c j: y , ny^yyic-vg^ir- (kek = k (t) oo) 

•T*. #CJC* K (t) 0 Ojcj:££-£ ic<fc y 3>-^>y3p-K c o n £3t»U 
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&*JI&£MS^)]KT*EKB £^-T3 3£fCJ; U, 3>«r->y3f-HSF-33F- ( 
KEK = K (t) 0 0) Srfljl^-Siilj^BrtBii^y, RflllC 3 >x >y &fUM 

[0 0 6 5] 

®3 ic^-rfiB©^;b-^©T r A-rx4, 5, 6-«, ^©i^Bft©? 5 -* (ek 

^>^^-Bi#^- ( K E K = K (t) 0 0) feJRHtSiil^SftV^ 
-TfJi, n^^^^^r-Bf-^^r- ( K E K = K (t) 00) &3lfftSii:^Tf. 

[0 0 6 6] 
[0 0 6 7] 

«fc^-^n>y^ (ekb) . n>^>^/dp-, ■m#-fb3>'T-> x y^ 
— -fuvV (EKB) , nyfyv^r-. m^itny^-yv^DVD. CDfffl 

-^n^ (EKB) ©BWcJ: y#^4x-g>=3>7 : ->^^-$:^M-r-5cj;^{C^ 
[0 0 6 8] 
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1 ~C4 #teJ»S*u £ bK.&femnyTyyizMl&'t S©M^-^n y * 
(EKB) ife^jSttttfeT*- *u 3 £tCA-yg>M©^a!rtfc*-;7 

(EKB_M) tff&jftStlTV^. WAtfEKB_ltt3>f>^ClS: 
«t#fl;Lfe3>f>f^-Kc o n 1 ££f£-rStf>(C^/i!2*U «ittEKB_ 

2 C 2 Sifftlfea^f^^-Kc o n 2 

Sti-s. iCDWcuu >M<z)^^b^r-^n ^ ^ (ekb_m) *^ia» 

aSt#lCf&jtt$*iTfc»J, 3>f>*;C3, C4»tM^-^n-y^ (EKB 

M) tC*f|S#We>tlTV^S©-e, %Htofc*—'7Uv 9 (EKB_M) <Z)^#fCj: 

tj3>f>7C3, C4<3D3>T-> x V^r-S:3t^ , r«3i:^T*^-B. EKB 1 

, EKB_2tt^Y;**lcf&|ft3*iTv*fcv^<z>T?, §r£:&ii«#a, Mii^y 

tftlC^I^: E K B_ 1 , EKB 2 -5 3 £ ififoMt: & 

[0 0 6 9] 

EMS' U -flljgCD^^lT U 
flgf#«&;i/- h*-, y-K^r-, U-7=¥-^, H 3 ©M^ U -«3t L 
TfilJifcU n>^>y^-, BSE*-, ICV»-, fcfiv^^D^An 

- K, : r-*mitm%ik*--7Uv V (EKB) H £. t>lCHg-*Ht LTlB#t--5# 

[0 0 7 0] 

M x yy-*3t©«±atctt, ji/-h^-Krootnoi«^, j^t 

©cf»!SiatCt±y - K^r- 1 1 0 2*«iaS3tl, «T®lC«U U-7^-1103 

MS— 3*©,>- K3f-, h^r-S:«^f«o 
[0 0 7 1 ] 

4 £ btaHStS. t4t)-b*Mg|©;- K©#* fc^Jg^riy ©tVW* 
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[0 0 7 2] 

Mx-Mi i ©Mioi o©y - Fi 105 ictejtr-r-ify C^^ey xf>y 
[0 0 7 3] 

2 <bic, M«fr&»a#Tte©a&*:/:&^=fy ;-ki i06t LTigjg-r 

i o 5©2©T©y- Kic ^=E'jxf>f ^^^^ffiLfe^A-rxcD^j^zj^y tc 

tc, t^Af ; - Kf*5if4*ffl«o; - f i io6j^Ttc n&m-mm 
©*^^y jc^**i*#2!Klf^«IB#^«ffi©y- Ki'i o 7#§s:££*u 3<b 
ic*©t&ku ^^Hlg#^«fs©^^rry jc^*tis [phs] ;-ki 
i o 8 1 in^mm ;-fho9 z&fe-t&z. 

[0 0 7 4] 

£ ^jc, ju, -tr^^y *<z>«Sitf> -r, 

lr$f#&, &sv^i&«-tf— (iti^&ilft 

- F=¥-J^T<Z)y - K3f-> y -7^r-tcj:oT«I^Sti«^^b^-yn 
(EKB) ££f£LT@2f§U H * y - TOT©"? A* * fC*f L Ttf><fr*(Jffi 
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[0 0 7 5] 

-rsrtjcj:*;, a^dry®, fc-s^tt-s-^a^rryscD 1 -D&m&J - K&li 

(EKB) SrlfiSlC^LT, ]I j& 7 - K^TJCM^-2> T^-f X IClIfS 
[0076] 

[ffitt E K B IC £ £ 3f -iH3«j£] 

S'J-7^r- y- K^r- : &fflV^Tttt#BriBJ&^S&'ffc^r-^'n <y * (EKB) & 

js-tstVw ;* a, g, j izmlx^--. m^^y^yy^r-^mm-r^m^ 

, a, g, j KCfcVtTiT^tBfc^&ft^-^ny* (EKB) 

[0 0 7 7] 

mZ-teMffifr- h^-K (t) roott'n>f>^^-K (t) con&Bg 
#ffc*L3SU EKBi:i:fe{CK#i--5«^§:#x.-g> 0 -<Z)^, f^^a, g 

, j t±, -tti-entfH 1 2 (b) ic^-r u -yis&xfj - k^p-smv^t, ek 

B©«.aS:||ff ITK (t) root&JftfiU U fc3gff;i/- h K (t 
) r ootlCj:oTn>f>y^-K (t) c o nOMl^ilfLTn^f 

[0 0 7 8] 

i©»^K:fil«$4x«^^b*~^ny^ (ekb) <Dmm%. Ell3lC^f 
<fc?lc&£ 0 Si 3 \Z7&-tm$h\k*r-zfuvV (EKB) 5t©H 6 TfSiW L 
fcWa&ffc^f-^Oy * (EKB) CD7tf-Vy MCL£:#oTfi£^£*l£ : fctf>••e 
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"t-z (Bf-^-fb^-) tttm-tz* ytzw-D. ftizmntm^ 

TMWLt=.£olZ& (L) , & (R) , ^tl^tL^^fnJlC^-^^fetl^O. M 
tttltf 1 &^LTVa£ 0 
[0 0 7 9] 

^M;3r-^ny? (EKB) Z^MLtcr^J XIZ. V ( 

EKB) <Dm^t*-£* ^fC^^T, MRr^Bgp^>fb - ©^#^3 &|£f? L T 

- wmffiic-zmmvT^K* 01 3 fc^-r^e^c, mmt^-^uv 

V (EKB) it. h*vP>U -7*"^<Z)©» (f^X) ^(Z)^- 

[0 0 8 0] 

^©ie>»fl:dr-yn>y^ (EKB) (D^- *&<Dmm*"iffiil ht=.m& 
lCoV^m^"f 014tt, tM^P-^ny? (EKB) £ ^ — BBfifir/W 

[0 0 8 1] 

^^^^^r-Sr^-rstft^&^^S. 014© (a) }C^iT £ ? IC, 3f-IE 

#■5=^^ xjc^oT^^flSfiRstis^ u -zmm-t z.o>mi$. 012 (b) 
izm-rmmzm^^xmr=.^yv -m^tvxmi 4 (b) ©^u-*^«iss 

£*l£ 0 K r o o t A^K j 1 o(D^©^^#^Ei-tlliJ: 

<, Kroot^^KaSitFKgtCSefeftCIt K 0 fC#H£ * fefltJEfc-T -5 © 
2 4>ttfllfifc©H14 (a) <0^U-3^«aSiSnS. 
[0 0 8 2] 

014 (a) lZjjk-?£olZ. J - K£ LTK CKDfrZ&^ffimitLfeVV 
£j&3*l3„ 353ft*-fflfe0fc&<O^S&'fb3r-:7n (EKB) ZL*l<bCD 

ffin&y u -tcas^T^/s-rs,, 014 (a) tcavryy-tt, mmt^-zrn 
(ekb) $r^#nrtg^^y - K*fettu -7 ^mrmt u£ 2#ii£g?y 
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[0 0 8 3] 

Ml 3«lfc|»-^n^ (EKB) #'J-7a, g, j 
2>^K root JCM-5*-e©1-^T(7)^r-$:Bt#fbb^5 2 -^ $:^bT^fe^ 

-ZZ&m-t&o 014 (b) lCa*^J:.3lc#^±3 try h«/£&^'r<5 0 
fc<fct>*!&2 If y M*, 013©Mil, £ (L) , ;& (R) , 

[0 0 8 4] 

&^8&ft*- :7n v * (ekb) i±, -Hi 4 (b) ic^-r^ic, EU3lC^t" 

ik*-'7'uvV (EKB) &3<KLfc*7VW:*l;Ju * ^<z>3g 3 tf y N iz l 

5:MtS^i:^T'§5o flfaJi-rA-Y * a HMf-JEnc (Ka, K 
(t) 0) £ U -^dp-K attf It, y-F^r-K (t) O^Mbt, 7 
-F3f-K (t) OICkoti^ftf-fEnc (K (t) 0, K (t) roo 
t) ITK (t) ro'ot^jltS. tVW^jW:, fft-SHfcT 1 - # E n 

c (Kj, K (t) root) $:'J-7^-KjT'K Lt, K (t) root 

[0 0 8 5] 

'®<te)tc> mmftcD^Asf *iz&^T<D&Mf&2tiz>Mti&ikLfc.ffif~&y u 

fc/B^T^-ft^-^D y * (EKB) 5 £ KZ«fc »J, 4>&V^-#* 

©^SMb^-^nv* (EKB) &£/£?-.6ifc#«rtBi:fc*J, ^^fb^r-^n 
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(ekb) (DT-*mmf)mmmizmfi-*sffi£&2>o 

[0 0 8 6] 
[0 0 8 7] 

r^iei^fiffcJr-^D^^ (EKB) (t ^t^J*?, DVD^© 

isn&&&mw}T-*£LT<D*?mt.&&tomMi£*--7u+j9 (ekb) ic 

& L fcfff?R3B»SMfc & X fCi£#fc-T 3 BflBTf & £ 0 -^A -f * 
mmt^—fUv ^ (EKB) (C^^tlSBf-^^^-^-^^^^PW^S'J^- 

EKB) h^tf)*y h V - V $r/T LTiHfgf -S^il LT*>J:Vn 

□ 

[0 0 8 8] 
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±i&LtLmmyv-w&zmmLfem$jjik*--7uy>7 (ekeo. ict 
karate fewf-* ®mmm & n l t m -r s . 

[0 0 8 9] 
[0 0 9 0] 

01 sic^t-^tc, 3H«SliB3 0 0tt, iffJW^i/^-;!/ 3 l, it 

^>^-7i^f^3 2, 3, 75*yj/a^^'iJ 3 4 £<i:tK:7 

[0 0 9 1] 

si 5izB-?£z)iz, mm^^=L-jv3 3 it, m^Lii. v 5 0 

, ta-Hn- y h 5 1, h 5 2, ffiSMErLr. y h 5 3, ffgf# 

i£/tt=L — *j h 5 4 J:t5M»rL- y h 5 5 Zm-t&o mffl'Zts^-llZ 3 & 

ffii*&VNj:e>&cK#>A-tt£^LTV>£„ SUR38£:i- y h 5 0 te, SL$C#§£ 
ffi^&SttSi:, 6 4 try h (8;W h) ©SLifc£!l!£t- 3„ 

[0 0 9 2] 

IBflS:i— y h 5 1 l±, MxJf, E E P R OM (Electrical ly Erasable Program 
mable Read Only Memory) & £<Z>^|?SM£* ^ U U , SgfflE&aUC&SSfcfll-r 
-^iftf)®*©^-* £fB'Bi:UT^£ 0 IH'UrL- y h 5 1 JCiHISS 

5 1 l±, jgSEfil-r-^ I K0~I K31, ISIglJf-^ I Dmfc^tfgHfflMBaif*- 

# K s t r $rlB'llLT^S 0 
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[0 0 9 3] 

fRHfct-r-* I K0~ I fB'H^S3 0 0 #f?£|gtt 2 0 0 iKORfTfffl 

iCf^M^*-* I KO—I K31©e> — ©SUtt^-^j^^^^AJCjg^Stl* 
o f^lEH^-* I K0~ I K31& <fctffB1iJE^-# K strH ffifitg 

S3 0 0©#aJa*&&&:&V*J:3tCi&oT^5 0 ^«S»S!(^- # I Dm&, fB'IS 

gs 3 o otc^uTrL--^jc#^e»tifciaga7 s -*'Tf&y, <te>ic, 
iH'»Ma3 o omit 2 o o ii<DmT*mKMu$:if?v%izMfritiznxn$i 

112 0 0 tCffi^tlSo IH'Ufflil^-^K s t r hi:, ^M^£J:e>tc, 

u 3 4 tcga«-rsisic;gv*£>*i,s Q 

[0 0 9 4] 

v h 5 2 fciu #Jx.l£, I SO/ I EC 9 7 9 7fflMAC(Mes 
sage Authentication Code) EftM* ©SI3¥S:ff o Tit^- # 

. r<Z>££, MACSIiCtt «*.fc£, "Block cipher Algorithm" £ LT F I P 
S PUB 4 6-2 lC^^$tl-5D E S (Data Encryption Standard) V\ *b *l£ 

[0 0 9 5] 

♦BSSfErLZiv f> 5 3 S41S2 0 0^f)^-f-ftf-^UiJlt7 
5y>a^ J E'J3 4 iC*^3atf»f^SfT-5©JC5fejSoT, H^iSfi 2 0 0 fc©fa 
TffiSIBfiM&ai&f?^. ffl5Sg|iE3.— y h 5 3 3 4 

VIZ. fE'H^-y h5 1 iCfB'H^tlTVN&^-^tf^V^ft'S.. 
[0 0 9 6] 

Bt-^-ffc/ttt-S-^.— V h 5 4 tt, DES, IDEA, M I S T Y & E<D -fU y V 

&if-s§-7;i/=ry x^o^mmt^n^. fem-tz^- r*> fips pubsi 
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"DES MODES OF OPERATION" (CSHStlT^S i^ftE 
C B (Electronic Code Book)^- K£ «fc T$C B C (Cipher Block Chaining) =£- 
FT'feS. Bif-fHb/^-if^-y h 5 4 te, DES, IDEA, MISTY 

B^- KEJctfCBC^- KT&S. ^iECB?- K£ <fc t>*C B C^E- K©7* 

ft/tft-^-TS. IJ^-^ h5 51t t&L»38£:i- y h 5 0, gB«3.- y h 5 1 
, «^/?Hlt3.-y b 5 2, ^S^IErL- »v h 5 3 £ &T$m j %it/'& J %=L-v 
V 5 4 ©JM&jffi&LTIWflrrs. 
[0 0 9 7] 
(75 7 5/1^^'; 3 4] 

>/=l*^V 3 4 tC& v ^BS^IErL- y h 5 3 £J:5|f££Stf 2 0 0 £3B«$S«3 

, #£iga2 o o^fbA;dL£;r-^;t^-#&£v^«^-#^ 

3 tc i5S4it2 0 o i:|H«^«3 0 0 iKDlBHDttEMmi&mz&^TlE^te 

TS4it2 0 0JCffi7j3;ft£ o 
[0 0 9 8] 

fe*0@t$)S„ 01 7{C^-T<fce»{C, 79 V i/^^^U 3 4 fCli, If 

W7 7^f;w ii[©b77^T-^ 7t4 ji-fynmznx^ 

"T-^fc^U h77^f-^77>f;i/ttfll-?nMt6h77^f-^ (* 

iffi^©t-f^tf-^?:S*t5 0 75>y sy^^^u 3 4 icga 
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[0 0 9 9] 

018&. S4fl7 7>f;V©iI5:iL, 019^ (1ft) 0ATRA 
[0 10 0] 

S, 2 A-T hn- F^^^'J*- Fc0i&BuNM2 - S, MfflS4f-^l/TR 
KTBL, ^ ^ 'J A - K^ft fflfifi I N F - S t ^ ^ S „ f-*77^ 

h7>y^ffl^r-fif0h7y^iITRKINF, A-yff# 
PRTINFi:, h^y WttMmmi N F £;fr?>&& 0 ^y**tC&, — V 

[0101] 

(Z>&, ATRAC 3^-#:7y^;i/t£(7JW^^-#^<an>^> x y^-#<Z)#T? 
[0 10 2] 

ATRAC 3f~^77^;i/A3 D n n n n <7J>^- # MFM *m^T 

. 02OIC&, •t'-^^t^^cdM'K^^^ (i:7ny#) f^f-^77 
>f;i/ ( 1 -fu y>7) £#^$*ITVn£ 0 0 2 Otlt 2 :/n y ? (16X2 
= 3 2K;Hh) CD&XU v h<D9cffi<DA4 h (0 x0 0 0 0~0x7FF0) 
^SfttV^S. 02 1 tC^Htbr^'T.fc^lC, JRtt^-5/4f©5feBa^e> 3 2A-f 
h^V^fey, 2 5 6;t^h«I«NMl (2 5 6/^h) Tfft»J, 5 
1 2/M h^lt!&II{NM2 T*&6„ Mtt^ y #<Z)/\ y ^fjc'tt 



3 3 



mtstn 2001-30386 39 



#2000—222124 



[0103] 
BLKID-HDO (4 b) 
: BLOCKID FILE ID 
fttB : AT R AC 3 & 7 T 4 JMDftmT'Sb Z> Z £. ZmftJ-tZ tc 
i:g^i=" HD=0" (ii«Ox4 8 4 4 2 D30) 
[0104] 
MC ode h) 
MM : MAKER CODE 

[0105] 
BLOCK SERIAL (4/Wh) 

S * 3 ft T % 4jg & IE * fc $ * & v a 
f: OJciJ^SjtJOxFFFFFFFFST. 
[0 10 6] 
N1C + L (2/W h) 

: N^v* -5 s -* (NM1) ©Mffifc^ft 

$Sfg : NM 1 lc^M£ft£3C^n- Ktfjg3- K5:#iyW M-gf 
# : S N 1 C + Ltm— 
[0 10 7] 
N2C+L b) 
MVfc: V*?vV t 5 -* (NM2) 

fflfg : NM2 iZ&mZftZjC^zi- Ki:f^3- 1 A>T hT?*-r 

i: SN1 C + L ^IH — 
[0108] 
I N F S I Z E (2/W h) 
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mm : t*-*^ 1 6 7H h ST? IHi£, fc&V^^li&f*-;!/ 

i:t^fXlj:0 x 0 0 0 03!)>P)0x3C 6 (9 6 6) 
[0109] 
T - P RT (2 A-f N) 
MM : h-#;WN°-yf$[ 

Hfg : hvy?£«£j&-<r5/\ 0 -yi&:£:3ii\ mm* 1 
i: 1*^0 x 2 8 5 (645 dec) 
[0 110] 
T- SU (4/W h) 

: h-*/l/SU (VO> F=L-y h) SUH A°-^©f/I«t*fe 
IK JLo A T R A C 3 T'^-^Y £J£iii^£B#©:ft/hCD^-#J|i&T*& 
S. 44. 1 kHz©-9->^'J >^MMt!l^nfc 1 0 2 4-9">^ (10 2 
4 x l 6 t? y h x 2^-¥>*;i/) <D* — tJ ^-^*- # 5:^ 1/10 fcj±iS® L fcffc 

ilStt, ^(C^/3>SUICJ:oT 1 o<Z)7t-^^^Stl^>„ 1?^;*##4 2 
M(Z)SUT'^StL«>#-^, 1 *5?x#^m#(Z>W£:^-tr £:#T*£-5 0 la 

&c, f^a^fi^«^<*|v^^ffi*s«^:^S[ (6 4 5D a>/t-*y&d&jBT?£.5&#fc 

ffi : OxOl^^OxOOlFFFFF 
[0111] 
I NX (2/Hh) (Option) 
: INDEX (Dlftttmffi 

mm : ffi<z>££>*tf>gp# (#»«jfcas#) <D%m^-t^^y^ a ma>%w^^ 

©fil$: S U0«5: 1/4 bfcltl^tS. iiS© S U£> 4 -fgtf)^ 
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fit : Ofr&OxFFFF (ft*, *5 6 0 8 4 #) 
[0 112] 
XT (2 A-f H) (Option) 
MM : INDEX (DS^^K 

Lfe^CT^^-t^o XtUi, ilS(Z)SU<7)4^(Z)^$(Z>^r^ (»9 3m#) (Cffi 

1:0x 0 00 0: MtHfe 0x0 U^OxFFFE (ft* 6 0 84#) 
0 x F F F F : ffiCD^fr y £ T?o 
[0 113] 

[0 114] 
NM 1 

Mm : m&zm-tJc^m 

1 7\*-f hCD^C^zi— K^LfcTO©ffi^ (I^T'2 5 6) 
i&Bff-7 r -^©^Tli> i&-f«n-F (0x0 0) £#£&t?3i: 

ffi (0x0020) ^e>5l^ (0x00) £ 1;^ h JS*_hfa#^--2» ZL t. 
U : #S^C^=3- F 
[0 115] 
NM 2 

mm-. 2A^h<DX^n-F^mLf^m-Bke>&mi?-$ (ft*-es 1 2) 

^fff^ 1 - # tf>^Tte, ^T^n-F (0x0 0) £ 

m (0x0120) (0x00) & 2A>f h J^JbfB^-T -5 r £ 

m : F 0 
[0 116] 

M'\t^V ^tf>@5tfeg (0 x 3 2 0) 8 0/W N (D^r— h7 
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<Z>fif$g£-f£LT<rat-<So @2 2CTRKINF(DM^t 0 TRKINF 

[0117] 
E K I (1 A-f h) 

MM:mm<Dmmvv-mmizj:^mmt^-'fuv!7 cekb) icjco-ctg 

#fc£*l3Bif-^bzr>^>y3f- : E (KEKn, K c o n) 

ii: bit7=nf^r-f, bit7 = 0T-|U bit7 = 0(D|^t 
E K B v e r s i o n. E (KEKn, Kc o n) 

fi: 0)!)^0xFFJt 
[0118] 
EK_version (4/Uh) 

«i* : m&vmmv v -wmz j: zmzhit*- -fa v cekb) iz&^x& 
ate : mmyv-wmz£z>mmt*r-7uv? (ekb) tc^or^^ti 

^n^^^^^r-^^feSfeibCD^^b^-^n y V (EKB) 
i: O^^OxFFf!? 
[0 119] 
E (Kstr, Kcon) (8 AM h) 

h V-V*- (Kstr) -CBt-^-ffcLfcT 5 -^. 

ffl: Oii^OxFFFFFFFFFFFFFFFFit* 
[0120] 
C_MAC [n] (8;H h) 
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* - Ksastf* £ & btib fc-r y y zmn u & a- v^-;b=r > tr ^ 

[0121] 

A ( l ;H h) 

mm : rt-yfto&m^- F^-fM^-t 
m : 02 3 zmmisT&>Ti,zmm-tz> 

fc£U N=0, l^^y^^li, bit7i)UWi^?:0, ^ >f 
(L + R) ©#©#M& J o i n t K^^y^il/tltMtS. b i t 2 

[0122] 

A©tfy b Olt. x>77^X«t>/t7©fi5:MU tf y h 1 # 

-"TUrT-Zfr. F AX^©ft6©7 s -*3^©ti!f?|S:^'rs o If y h 3 tt, * 
j£3Sn?&£. tfyh4, 5, 6$:ffl^t)-fS3i:(:j:ot, EI^©J:e>ic, A 
TRAC3(D ; e-F'WI£5tlS D -TJ&fc-b, Ntt, r© 3 If y T*T?^$*l 
St-KffliT'^U, (N=0, 1) , LP (N = 2) , SP (N = 4) , 

EX (N=5) , HQ (N=7) <D 5 UMfD^- KJCO ^T, gBft&ft (6 4M 
B(Z>*^>;#- F©»-£) > ^-^^U-h, 1 yn»y^w©sufR^-t*i-? 
tl^ftTVNSo 1 S U0/W hifctt, : 13 6A-f K LP: 192/1 

>f K S P : 3 0 4 A-f K E X : 3 8 4 K HQ : 5 1 2;1>f h) 
„ $ MC, If v V 7lC<feoT, ATRAC 3©=E- K (0 : Dual 1 : Joint ) 

[0123] 

—MULT* 64MB0^^U*-F^U S P^- F©l§1=rlCo ^THft 
m-t&o 6 4MB 0^=E'; KtCtt, 3 9 6 8 ^D>y^^S. SP^E-FT* 
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lSU^3O4;HM'feS0T% l^n>^iC5 3SU^#fttl> 0 IS 
Utt, (1 0 2 4/4 4 1 0 0) WStS. ISot, l^ny?&, (10 
24/44100) X53X (3968-16) =486 3fJ>= 8 1^ 

(44 100/1024) X304X8 = 104737 bps 

[0124] 
LT (l/Uh) 

Mm : n^Mmy^^f (Ify h 7 £J:0tr y h 6) tt^ra'Jf-f A-^a> 

(tr^ h 5 -try h o) 

ate : 3© h^y ^{cwbTffjpw^^fe^r n*m~? 

m : tfy h 7 : 0 = flHI|gfc b 1 =0IPW U 

\zv v 6 : o =mm\H i =»§prati 

tfy h 5 - tTy h 0 : •fe^a'Jf'fA-^a^O ( 0 £W"e&*U£?l£^ 

itht-s) 

[0 12 5] 
FN o (2;U h) 

atg : mwizmmznt=.m<D h^y 5.0 kp*j<z> 

m b « iC I Btt 2 M A C f tlf M © ffi © &ff & #j£ £ 
-fit: l#*S>0xl 9-0 (400) 
[0 12 6] 

MG (D) SERIAL — nnn (1 6;U h (upper: 8, Lower: 
8) ) 

MM : IH»«IS©'fe^r3LUT--r ^"ny^ ("fe^a-UT^ IC20) ffli/'Jril/ 

U: 0 £ OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0127] 
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CONNUM (4;U h) 

ffi : 0fr£0xFFFFFFFF o 
[0 12 8] 

YMDhms-S (4 h) (Option) 

tit : L fe H ^©*8H £ l«I C 
YMDhms-E (4;W h) (Option) 
MM : S£0JPStf£© h ^ V V ©#£»T H H# 
atg : EMDT^g5£^3:f?£Sr^£^T'r<S>B($ 
: ±M U fe B ^©*IH il m C 
[0129] 
MT ( 1 h) (Optio n) 

Mm : n^fiF Rria^©^^^ 

i: l*e»0xFF ^^MtD^ti, 0x0 0 

LT©b i t 7©il^ocDIB^iMT®il}iO 0i:t*^i: 

[0 13 0] 
CT ( 1 A-f M (Option) 

Mm : m&mm 

|: 0x00~0xFF OxOOT'feS 

LTfflb i t 7#1 t'CTCi^O 0«)^-^liS^$:^ih-r-5^^o 
[0131] 



4 0 
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CC ( 1 M b) 
MM : COPY CONTROL 

m : m 2 4 IC^-T <fce>lC, tl> h 6 fc£t>*7 {Cj;oT3t 0 -MWffg&:g!U 
£ J: 1 tt, 

CC©«: (bit 7, 6) 1 1 : &»tf> 3 fcf- £fF «T, 01:3tT-*lih 
,00:1 EKZ)nti 0 -£l$l?r (b i t 3, 2) 00: 7^n^*&V^T-V 
>T >fr MGraEl/^/WiO fc-*-<6 

CD^P)ffif^^^;bift*tt (bit7, 6) »0 0, (bit 3, 2)1* 
0 0 

[0132] 
CN (WWh) (Option) 

iSflc : iff 58-? ^#;i/3tf-H SCMS (High speed Serial Copy Management 
System) \z £ Vf Z> n fcT - ff^S HJtfc 

1:00:3 tT-Sllh, 01A»?>0xFE: 1», 0 x F F : taft&ffllS. 
[0 1 33] 

±Ilfcb77^flIiTRK I N FtC^VNT, 0 x 0 3 7 0fre>$&3:S 2 
4 h<Z>^-# £A-y1f3McDA-y<fi#M^P RT INF fcPftf, 1 OCD 

# ^^©A-^T'^-r-s^-a-c ^rait&<7)iiH#icp rt i nf^i^ 

T^< 0 H25CPRTINFO»^^f. P RT I N FfiOf-f iCa^t 

[0 13 4] 

P RT S I Z E (4 A-f h) 



4 1 
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1:^7^*: l^&0xlF4 0 (8000), SU: 0*>&0xA0 

(16 0) , ^7SU :0^f.0xA0 (160) (-fib, S U0>«;t:£«:, 0 
, 1, 2, £0fr&|g$&'3-£) 

[0 13 5] 
P RTKE Y (8;U h) 
Mm : £Rf # lb -T 

-fit: O^^OxFFFFFFFFFFFFFFFF 
[0136] 
CONNUMO (4/H h) 

[0 13 7] 

®2 0{CM^ D ATRAC 3 7- $7 T 4 JWDm&^V tftplZlt. m 2 0 {Cm 

-t <fce>ic, fvfin'Wfgi n Ftf-^tiSo iNFtt, h ^ y * ^Br^stfitrftSR-r 

[0 13 8] 

[0139] 
BLKID-A3D (4A>f h) 
: BL0CKID FILE ID 
mm : ATRAC3f-^ <Z)$fe^"Z?fe -5 Z. £. &Wffl\~$' £>tc.&>(DW. 



4 2 
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M : Wi^=" A 3 D" (|»Atf0 x4 1 3 3 4 4 2 0) 
[0 14 0] 
MC ode (2/W b) 
MVfc : MAKER CODE 

i:±Sl0^yb (*-3&-=i-K) T££ 6tf>y h (il3-K) 
[0141] 
CONNUM0 (4 rtj b) 

[0 14 2] 
BLOCK SERIAL (4;Hh) 

iH ^ $ tl T % M £ ^ ft $ i* & V ^ 
it: OJ:yjS*«JOxFFFFFFFFtTf 
[0143] 
BLOCK- SEED (8;U h) 

: 1 -fU ZVg^fc-tZfc&KD 1 ~D<Dm 

mm : ^ wftmit. umm&n-k^-av'rj'fuy* m 

fit : htf>SL» 
[0144] 

INITIALIZATION VECTOR h) 



4 3 
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m 

fit : 0A»&0xFFFFFFFFFFFFFFFF 
[0145] 
S U - n n n 

titB : 1 0 2 4 f-^^&ffHSftfef-^, JBE*^- KtC J: U m*3*l« 

b£t*Hu N = 3 8 4;W h) 
fit: ATRACSwf-'Jii. 
[0 14 6] 

0 2OT&, N = 3 8 4T'fe50t, 1 «y >7 iZ 4 2 S Uj&^j&MiS. 

Dfh h) ICBLKID-A3D, MCode, CONNUMO, BL 

OCK SERIAL^-l(Cf^tl§„ tot, 1 ~/U y ^(D^U©fI^5cMA 
>f Ml (16, 384-384X42-16X3 = 208 (;U b) 
£<0tfiK:Jti£Lfc«fc5lC, 8/t^fbfflBLOCK S E E DtfnMlCffifc $ *l<5 

□ 

[0 14 7] 

77^^^^'; 3 4 tCgBttStiTV^S^-^H:, -5 <fc o izW 

ATRAC 3 JEHIStlTVN ffi*g0>#fi:#-9-? > Ki- y h S U 

t£oT> SaH^fi3 0 0^P,MIt2 0 0 JCt-*-^ $:^<^ffif Wt&iZ 

©£EHI*^ti, ATRAC3&h*(Z) ATRAC #5£jgWK& CODEC #5£T? % <fc 
V\ 

[0 14 8] 
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[0149] 

77>r>a^ ; E , Jfa ; Et/a-;i/3 5 tt, 77«^a^ ; E , J3 4 'XCDt-*- # CD 
[0 15 0] 

Ell 5iz^k-tH£.mW:2 o 0<z>flS/£icov^T3ii8'r&. S4ifi2 0 0it ft 

±ffi» s Ej;a-;b4 1, iifs-f >*-7i>f ^4 2, ^^^3.-^4 3 

^4 7£i^A/D^«4 8 5:ttS 0 
[0151] 
C±0J^I ; E^rL-;i/4 1 ] 

^«[» i E^3.-^4 1 tt, S4ifi2 0 0®«taiS:iKSWlcM»-rs o 
[0 15 2] 
[ffcl^^-;!^ 3) 
01 5fC^f cfce>tC. MfflI ; E^^-;i/4 3te, h 6 0 

, sa-nrL-y h 6 1, m£.&/mmn3-—v b 6 2, rasisfiEn-y s 6 3, & 

^t/«E#3.— y h 6 4 £ J^MP^y h 6 5 $r^i"^ 0 ^^^^-^4 3 

£*i*rv*s. f(l^i^^3.-;i/4 3 it. »f^«ffi*fctt»^aJE»©«S*<»E 

»»4i-*;h6 0tt, &»$8£*la*«:Stt5i:, 6 4 tf y h (8;Hh) ©a 

[0153] 

m%.f&/mWtW-=L-V h6 2it ft3_fc£, ISO/IEC 9 7 9 7 COM A CM 
"Block cipher Algorithm" £ LT F IPS PUB 4 6 - 2Cj|^$tl5DE S 



4 5 
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[0154] 

z &ga«&«3 o o \z^ii-t^m^no(D\z%tL^x. mmmms o o 
■TffflssKSEfltJi&fT^. ffisssnErL-*; h e 3», fa'Hisa3 oo^w 

-^-f ^-^SrA^-rsl&f^&ff^CDlC^oT, fB'HigS3 0 0 £<D!RT*m 

IbfcMAClI&l?^ ^Stffi5SSE»3ffi"??tt, h 6 1 (CffH'H^tl 

T^S^-^tfmv^ftS. ffi2SSErL-»y h 6 3 &3£JC/St5T, M 

jilt* rt-V-}-)\/Ziy\±=L-# (PC) 1 0 O&'Sv^i *'<■:> h C-^±<D=l>tl° 

>t?^L-* (PC) 1 0 0feov>tt^7 hV-9±<Dny\ZzL-9 £<Z> 5^*051 

[0 15 5] 

H&-JHt/!ft#:i— y h 6 4 te, itrizR L £ J; 3 FIPS PUB 8 1 JC&j£ 

a 

[0 15 6] 

Bf-^-ffc/^#rL- ^ b 6 4 tt, FIPS81ffl€-KO^, ECB^-Kfi 
itfCBM- F<B«#£3BiRttM?3. IITf, m^lt/mm-- V V 6 4 
, CB C^E- RcfcV^, «*.tf5 6 Ify h©**?-* k&fl!v*T> RSF-tlfcS:, 

[0 15 7] 

fla»3.-^ h6 5{i, $m$&&3L-v h 6 o. gB«a.n»v h 6 1, m*&m/m 

mn^-y h 6 2, fflSggSErL^y h 6 3 £ <fc - *, h 6 4 GD#L 
[0 15 8] 

CUB* i E^3.-;i/4 4] 
Bi?i?a-^4 4li, #S^.«, BI1 6JC^-rj:-5tCiai8^S 3 0 0 (3D79v 
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*t (C £ r5 V ^ T SB m L X §t & h y * 7 s - 9 7 r >f ;i/ £ 1" S „ 
[0 15 9] 

JBE#6/#^ ; E2;rL~;b4 5 li, fB'lt^ff 3 0 0 frt>X±l Lfcn£#fl:£ 

^#§4 7 iCfti^S. CD, DVD&SWiPC 1 **£A;frbfc 

^--t-V ^t 1 -* Sa'H^fi3 0 0 tcgE'Ht-^l^c, 3it-f^tf-^& 

[0 16 0] 

[0161] 
[*H°-;*j4 6) 

[0 16 2] 
[A/Dge&#4 8] 

o 

[0163] 

0 1 5 iz^H^mmz o o SQtsigss o o 3>f>*;f- 
#<D^gfr, -r^fc-b, is£^fi2 o oa*e>SBi*§SiB3 o o©75v >>a.^^u 3 

4K#?-Sf s -*iB»&3tf3£fT3*U 8B1li6tt3 0 0O75yJ/a^ 
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3 4^f>g4iS2 0 OJC^f-tS-r-^S^a^UffStlS. 
[0164] 

0 £>gB«£|« 3 0 0©77>r>a^=E'J3 4 {cMf & * 5:1112 7 

[0165] 

H^«feJ:tfaa«^tttt, ^-^KlCSfcft^, if^f>V^S 2 7 0 1, 

s 2 7 o zizTjk-tmwM&mzmft-tz. mzsiz. &mm&%tt*m^it 

fflSISSE^efe (ISO/IEC 9798-2) 0 2 8 iCfcV^tt, &*I£|Ht##3£; £ 

2 8&C£^T, *"f, B#6 4 hT»y hCDSLUtR b &£f£U R b 33 J: t>* g 3© I 
DtfeSID (b) §: A tCj^fg-t" „ Iti&Sil/tAii, iff tC 6 4 tf y h <D 
SLIfcR a ££f£U Ra, Rb, ID (b) ©MlC, D E S0C B C^ - KT'# 
K a b fcHf-SHbU BlCjgjg-r*. 01 K a b fcfc, A£ilF 

BKl^Ji©ft«»hUT*nHPtl(Z)|a»lg^rt^«3lft^*«Tf*«. DES©C 
B C^E- K&M^fcttK a bJC^SIfc-JHfctf&afci:, ii«DE S &M^fcfltJltC 
&V^(±, 1Mffi£Ra ££#fffi|!ft|&^nU DE SHgp^bStCfeVNT, UK a 
b £Mv^RiHHfcU Hf-if^E 1 ££f£U ^^TBf-^jt E 1 £ R b 
t&SifDU DE S B|f-£HbcflHc33V'»T, ItK a b £M V^Bif-iHb U PgP#^E2$: 
4^1, E 2 £: I D (b) fc&gMfiKra&Sf&U D E S RSp-iHfcfflS 

(CfcVAT. ItK a b &fflV*TlMffcLT£/*Lfcl«#:fcE 3 iHCiotMf- 
# (Token-AB) $:^tS 0 
[0166] 

m*. lfc^:£E 1 &&SE*-Ka b"TMri^ffcU MtRa£#£ 0 #CtC, 

Bf-^^CE 2 £fSSE3f-K a btttfftL, f E 1 &Sffttt|&afDU R 

b£#£o *tfelC, Bf-^lfcE 3 £fgSE=Sf-K a b T'^-iHb U f©jg«ilE2S: 
SMBWaUIfaU ID(b)^S 0 i^btf^tlfcRa, Rb, ID(b)CD-) 
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BttA&IE^fcfciiDfcLTSSSE'f S. 
[0 16 7] 

tfCKBtt, SgSEfft JCffi JB"t SIZES' 3 >3f- (Kses) 
8sl±, SJK&Jav^) „ fit, Rb, R a, Kses ©JEJC, DESCCBC 
K-egS^-Ka b £M^THif-*H£:U A iCjg^-T 
[0 16 8] 

^.oLXm^nr=.Rb, Ra, KsesCfi, RbfiJ:tfRa'*<, AtfStfgLfc 
^©fc-Slt-rs^tftliE-r*. 3<Otft3EJCjiofc»^ A&B & IE IT 
MU-t&o 2v*K:*g#&3SSELfcffelcfcj: r t»yi/3>^r-Ks e sit SRSEffe© 

[0169] 

SE^UtLfeti©i:OT«t3ffiS:jKFT (S 2 7 0 3t'No) -f<2>„ 
[0 17 0] 

ffiSMfiEfi (S 2 7 0 3fYes) L ^f>V^S 2 7 0 4 (Cfc 

6 2 {C£V^TH?T 
[0171] 

7£fC, 7^S 2 7 0 5iCfe^T, (1) 3>f>y^-KconM{[: 

^--/□^^ (EKB) 3^e>«t»Sn*R|F#^fc*-KEKS:fflV^THgp#^fc^!iB|0 
T, E (KEK, Kcon) * £ % {C, (2) 3>^>y3f-Kco 

n§:«li:S^t^Lfc-fe7i/a>^- (Kses) -vm^tWM&Mft 
LT, E (Kses, Kcon) Sr^LT, IBDISfi (^U K) fCj£fi 
"f 

[0 17 2] 
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xf'y^s 2 7 0 6tn mmmmtfnzLmnfr b^mLt-E (Kses, k 

con) £ir y i/m >3f--e^#LT3>^> v y =*-K c o n ££tC 
, K c o n ZmW.mmz"?tbW$SZnX\<^2>X h U-^3f-K s t r tCioTHlP 
-JHfcLTE (Kstr, Kcon) ££j&U ^n^H^^S^^#^-^> 0 
[0173] 

rkiZ. n^mt. Xf^yS 2 7 0 7{Ci3^t, ^f^S 2 7 0 5T^ 
LfeE (KEK, Kcon), £ <fc t>*^5^ y ^ S 2 7 0 6 -egBflMBSfifr £ gfe b 
£E (Kstr, Kcon) £ffi^T, f-^77>f^ (0 2 0#M) £*i££-f 

[0174] 

tebfe-r-^r-f ;i/&:7^y s^^y iz&wtz* 

[0 17 5] 

#{Cte, 5fc{C Si 0^1/^02 0, m 2 2 iZ^-t £ Z) IZ. 3>f>y^-Kcon?; 
^BMb^f-^Dy* (EKB) fr&3tf»3ftSlgF#{b*-KEK&^TIg#fb 
mmVf=.E (KEK, Kcon) =2 y^yV*- K c o n £fS4i=gg(C^Sb 
&M£*lT^£* h IZ-S/^-K s t r fC J; o TRf-*Hfc L E (Kstr, Kc 
o n) © 2c»C0Bif-^>f[:3>^> v y^r-^^|fi$ tl^^^lC^^ o 
[0 17 6] 

W^t 1 -*. H{fe^-*^0>HiF-&fb*!lJStt, n>^>*/3f-K c o n £ 

£ - # ic^^f v ^ t - v * li n y * H&#-f btt & TOJ ic £ 

[0 17 7] 
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EK, Kcon) E (Kstr, Kcon) CD V^tl^Srjg^WKiaiffl LT 
ny^yv^-K c o n *m'&"lffi£:teZ> a 
[0 17 8] 

#CtC, S4if 2 0 0^fH'H^S3 0 0©77»;i/a>l J EiJ3 4 (C&M£*l£ 
[0 17 9] 

S 2 9 o 2lc^*BSISH#i3g£!!?f-r£„ £®#L3ffil±, $felcmB^LfcHI2 8 CD 
#Pg tWit^§ o ffiSSSEtf^cflfc V t=.m& (S 2 9 0 3 t'No ) &3S&i& 

[0 18 0] 

ffiSStEtffftSC (S 2 9 0 3T'Ye s) 'L Ts^-vfS 2 9 0 4 JC& 

z&mh&nzimmz. f-^7r^;i/^h5>y^tii«TRK i nft- 

*&t«U uy^-yv*- (Kcon) ©ftjW^&WStf^S. ^(D^MI 
«, ^-«^D-y^ (EKB) {Cj:oT^#$n^Bif-^fl:^-KE KlCcfco 
TB|p#'ffcS*lfcn>7 L >>y^r-, 1-&;b*>E (KEK. Kcon) tffeffl^tlT 
V>S^^S:WJ5lf^«*i3a*e&So E (KEK. Kcon) CD^Mtt, ^0502 
0, 2 2Tl£0J?b£5 :I -#:7 7>f;bft I C7> h5v?flliI«TRK I NF^-^CD 
[ E K I ] CD - 3? iC £ *J BTtg T & £ . 
[0181] 

E (KEK. Kcon) jW&SftStlT V*<6*-£ (X^^^S 2 9 0 6 T?Y e s 
) it. 7.7- v ZTS 2 9 0 7 lC3i#, ^-tiftyn-y^ (EKB) <Z)^L3ffiJC «fc y 
, fl&#ffc^-KE K$:l#Lt, 3t#Lfcl©-fHt3f-KEKJCj:»K E (KEK 
. Kcon) &t^lT, 3>f>^^-KconMff5. 
[0 18 2] 

E (KEK. Kcon) tlT l^fcV*<g-£ Uf77"S 2 9 0 6TN o 

) tt, Xf'y7°S 2 9 0 8(Cfel\T, 3a«ISa©fll!lt» i E^a.-^/3 3 {CfeV^T, 
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Kstr, Kcon) h l/-^3f-K s t r i:J:oTt^LT, $ & JC, ffl 
S^M9|{C^VxT^^gfe<fct>*fH'Il^M"e^^b^-fe^ Sy3 >3f-K s e s 
•eHgf-JHtOfc^-^E (Kses, Kcon) &£j*LT, H^fiJCjH#-r « 

a 

[0183] 

#£^«l±, Xr'^S 2 9 0 9{CS^t, 3B«£Sej&**>£f3l/fcE (K s e 
s, Kcon) ?:t>r>3> i f-Ksest'lfLTa>f>^^-Kcon?: 

[0184] 

Xf>y^S2 9 10t(t Xf'^S 2 9 0 7, ^ fcii^f'yys 2 9 0 9© 
^t 5 *l#HC^TBt#Lfcn>5 : -> > y3r-K c o nic j: «) m^ltzi y^yy <D& 

[0 18 5] 

-©J;? tC. Bgp^fc 3 >^>^y ©S^giic feV^T. E (KEK 

, Kcon) *mMit*r-zfny ? (EKB) tl^Bf-SHt*- K E K 

s t r iCioTRgf-iHbLfeE (Kstr, K c o n ) lCg^5 < #L3g £H??-r £ 
[0 18 6] 

[0 18 7] 

[KEK5^iLtEKB©7^-7>y h] 
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$fe{C®6 *m^xmmt*-zruy V (EKB) ffift»7*-7>y Y\Z-D 
^XMWLfcfiK 3£{C, tr-m^it*- (KEK) ^m%it^r-^Uv V (E 

[0 18 8] 

03 0 fC3f-8g-fHfc3f- (KEK) l:^M^-^n>^ (EKB) ICfeML 

(n&mw.) it. z<DyTjfrfrb&mzmvx*-t®*it*- (kek) &m 

UffiLT, KEKICJ:*JE (KEK, Kcon) ^Un>f>^^r-:K 

c o n^mnLxny^yvcDm-^^mn-t^o ^~^\z-Dwxmm-t^o 

[0189] 
BLKID — EKB (4;Hh) 
IBM. : BLOCKID FILE ID 

f:@ti=" EKB" («Atf0x4 5 4 B4 2 2 0) 
[0 19 0] 
MCode (2;H h) 
MM : MAKER CODE 

[0191] 
L K F 

MVfc : LINK FILE INFORMATION 

mm : ^<Z>E KBIC ioTK#$tl5KE KtfiSffl RTfg&H t**- # 7? 

-f@ : 0 — 0 x F F 

b i t 7 : n^myr4JV (P B L I ST) iZ&m : 1, : 0 

b i t 6 : SKfi^fi (I CV) izmm : 1, : 0 

b i t 5 — 0 : 
[0 19 2] 
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LINK count 
MM : LINK COUNT 

U LTV^5.77>f^ (Mi«ATRACK3 77^fjb) IK 
M : 0~0xFFFFFFFF 
[0 19 3] 
Version 
: VERSION 

mm : M^swwfg^T-r^cDA-^a^^^-rc 

|: 0~0xFFFFFFFF 
[0194] 

E A 

: Encryption Algorithm 

mm : BB#«tfr"srft*7T>r^/a) h u-^mt^i/J'jxa^^ 

-fit : 0~0xFF 

0Oh:3DES:hU zfJIDE S^- KlCi£#tS 
01h:DES : i/>^;i/D E S^E- Rc J: 

b U ^DE S^E- Rc J: 5&3ltt, 2«^_t©Hi-^#L3a3 i -£;g^ 

[0 19 5] 
KEK1 

: Key Encrypting Key 

mm : *~msbit"7u v v (ekeo rpniv-b*- (m±m ^-x-m-^it 

0~0xFFFFFFFFFFFFFFFF 
[0 19 6] 
KEK2 
MM : Key Encrypting Key 

mm : ^-mmtzfu vv cekb) t$(D)\s-\**- (*jlgo *-x*mmt 
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-fit: 0~OxFFFFFFFFFFFFFFFF 
[0197] 
E (Version) 

: Encrypted Version 

tSfg : *-^mt7Uy t (EKB) tp<D)]s-h*- (*_t&) 3r-"Z?«F#ffc 

ffi: 0~OxFFFFFFFFFFFFFFFF 
[0198] 
Size of tag part 
;®l$fc : Size of tag part 

mm : mmmibnmmy r >< fr^mm.^ * <d * >fwftv>v j x cb y t 

e) 

-fit: 0~0xFFFFFFFF 
[0199] 
Size of Key part 
M^fo : Size of key part 

mm : mmm^mm7 7^ )i*M&-tz>7 : -$(D*c-%vfr<DV'( x (b y t 

e) 

|: 0~0xFFFFFFFF 
[0 2 0 0] 
Size of Sign part 
■ Size of sign part 

mm : mmmm-^smmy 7 jvzm&tzT-tw^ y^w^x (By 

t e ) 

-fit: 0~0xFFFFFFFF 
[0 2 0 1 ] 
Tag part 
MM : Tag part 
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[0 2 0 2] 
K e y p a r t 
M*fc : Key part 

[0 2 0 3] 
Signature part 
Mtfz : Signature part 

mm : mmmwr*jmm-7T'Ov$:Wf8,-tz>T-z<Dm£ (signature 
m : -t^x&m 

[0 2 0 4] 

s bhm^s^ «rw# 7tjjiizi*. mmmm- *smm ^ y -r mm $ *i & k 

[LKF] i$1&mZft. 3<dIC 'J>^LT^677-<;i/ (|l|itfATR 
ACK377^;i/) ffcil lT0f-^ [Line Count] *^M^tl^o 
*S£|ggJi, [LKF], [Link Count] fe#it5ii:tC«J:»J, f 

[0 2 0 5] 

SRS!!"?-* [LKF] , 'J^^LT^S??^^ (f^.tiATRACK377>f 
;b) l££ L/T©f - # [Line Count] £Mv>T, S&SSftlCr'- * 

[0 2 0 6] 
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*r-9 (HI F I) ©f^ ^ , JM©*^ii:bT^lTV^SA\ ££tC 
[0 2 0 7] 

Ef3 i ic^-rw&T 5 -*©^ i/* h u »ctt, n^myr^jv (pblis 

T) , Bffft3>r>^ilLtSi©ATRACK3f-^77-f;i/ ( A 3 D) 
^•^4X«>o ££fC, fHH^MtCtt. It©^M^-7*D«y^7 7'f;b (EKB 
n) tff&lftStlSo ATRACK3f-^77>f;i/ (A 3 D) (D'&^Wkmzmm 

^&ny^yy*-*mm-tZ>t=.®><DMmt*-y~uv Vyr^fr (E KB n) 

t*, ATRACK3f-;5!77^;i/ (A 3 D) tC^* *l£ #4 > # iC <fc o tflglj 
StlS. 03 1 tC^fi: 5 JC, lo©tM='r-7D'>^77>f;b (EKB 1) 
3 10 Htmm. (3) ©ATRACK 3r _ ^7 7^f )l> (A 3D) (Dm^MMlZ 

[0 2 0 8] 

^<Z>*§£\ tM#-7*ny^77>f^ (EKB1) 3 1 0 1 &C *f/£ ^ £ MEfg 
atfiporffif* 7 T>f^/© [Line Count] JCtt3 tCjgfflS 

[0 2 0 9] 

E13 lfflJ:^j:SIffl3>f>777^>il/, ^©^-fb^r-^n^^^T-Y 
m^nMMy n-5:032 ic^-r„ 

[0 2 10] 

EI 3 2CD#L3I&, 0U*.fcCffittMBS1Bfc LTC^^'J*- KS:II^SI«tC-fey h L- 
[0211] 

^T'y7°S 3 2 0 liC^V^t, #4rfflEKB77-f;VOb 
7>y^fi$:i*KtJ, [Line Count] ^fx>^f§ 0 S^lC. [ 
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Line Count] h»##V\fc<Z);fr (?>|Elc, ^®>felh flfcfaBt 

[n] ©EKB77-f;i/»t5. M®. [ n ] tt, ?S£S«CDffi£* *E U M« 

[0 2 12] 

&fC, ^"S 3 2 0 2 fCfc^T, MIR L E K B (DMMIZ <fc U , tgffc [ n 

jt $ ti tc r a m <Dffi&mm tc -r & . 

[0213] 

feasts. se>tc xf>y^s 3 2 04i:^v\t, -e-oai^n^^^y©^ 

iCjiMf^KE K#R AMfC&M$nTV^£7^fr£#J5tU Ye s (Dm&lt. 
X-TV^S 3 2 0 5 iCil^, f(Z)MKEKCidV^T, E (KEK, Kcon 
) £^#bT=i>-^>>y3p-$:Ifc#L-T. Xf>^S 3 2 0 9tm -t&fc>*> 

[0214] 

^f7^S 3 2 0 4 ICfcV^T, a^n^^^^Otft-^JCjaflJ-rSKE K^RA 
MMfrtt3*lTV*&V*Jg-&ra:, ^r«y^S 3 2 0 6fCS^T, Xhl/-^3f-T* 
m^rlkZnfcziyT>y3r-. -ttefc>%. E (Kstr, Kcon) CD|*&fl 
SU ^f7^S 3 2 0 7(Cfe^T, E (Kstr, Kcon) © 

flt-E&SlCJ: »; 3>f>^^-|Ji!(||bT, ^f'y^S 3 2 0 9T'S4, 

[0 2 15] 

X^^y 3 2 0 6 id£VNT, E (Kstr, Kcon) #S&V^¥!|jt 

KEK, Kcon) (D^^M ZMft L X 3 ><r >^ - L T, Xtv? 

S 3 2 0 9T'ffi, -T^fc*), JfcffL-fcri^^y^-JCjcS^-*©^, S 
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[0 2 16] 

(EKB) © [Line Count] fc^iy^U [Line Count 

(ci&m t, £ k e k £ aa # "Tig £ & y , Sfrspw j& n > ^ > y tfUfrT? £ a » 

[0 2 17] 

[^r-^^fc^'D-/^ (EKB) tC<fc53K§E3r-gBf9] 
±&(Dmmk*-'7Uy Z (EKB) fc^jgL-fc^-OBHSJCfc^T, fSIEfcL 

[0 2 18] 

#j®»£##^£;S^fcffl:£S8gI;£i£ (IS0/IEC 9798-2) it. 3ciC0 2 8$:ffl 

IiK a b ^llCfif^-^D >y ^ (EKB) LTS^flUcBBM-r 
[0219] 

03 3 ££0*0 3 4 ICfttJtO^A^^KI^jSOSSE^r- IKn ^mt^-? 

uvv (ekb) iz^-ormm-t^mmm^-t. 033^/^x0, 1, 2 

, 3JC*!fl,Tlfc#BrfB&S3jE*- I Kn&SffSi, 03 4l±W^O, 1 
, 2, 3tf0f/H^3$:iJyK-^ (#RS0 UTf/W^O, 1, 2lC;*fLT£> 

[0 2 2 0] 

H3 3CWTftt, Mlffy-K^r-K (t) OOlCioT, ME * - I K n & H& 

-iHfcL-fcT-*-* (b) £:£t>lc, tVW^O, i, 2, 3 lcJ3^T-?-*i-£*i0>^ 
t-S7-K^r-, U -7 3r-Zm^T^.mZnf=.J - K^r-K (t) OO^tf 
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BTtB&^SiKb^-^ny* (ekb) Z$imi,Tmm-t2> a -ett-rtK&TVW;* 
tt, H3 3©#flBlCa*?-J:3lc*?\ EKBI:jlI f£ i tC J: U , J€ 

*r3*lfcy-K*-K (t) 0 0MU 5tf#Lfc;-K*-K (t) 

0 0 £MV^Rf#fl;$*lfcIgIiE3f- : E n c (K (t) 0 0, I Kn) 
TMU*- I Kn » h^nrtB^J&S. 

[0 2 2 1 ] 

f©ft©f;UX4, 5, 6, 1 - tt.m-<£>mmt*r--?Uv V (EKB) £ 
ft lt%gt©Mt5;-K^-, U--73f-T?te. E KB £#i3®LTJg£fr 
34xfcy-K*-K (t) 0 o £lfc#t-£>r v><Z)-£\ S^dE^JSi-T 1 

/ 1 >f ^ M b T <Z) <frIS IE 3f - £ # "T § 3 £ # T? £ -5 „ 
[0 2 2 2] 

— H3 4©#!U±, ^^^3^ «iL jc J: U U jtf-* (SERSO 
£*lT^££LT, mW)l--7(D* "T&;fc>*>> tVW*0, 1, 2, (C 

*f UT©*«#BriBas^S8rft^r-^'n v * (EKB) ?:^Ltfif Lfeft-fe 
£„ BI3 4{C^-r (a) m%it*-?Uy V (EKB) fc, (b) fg|E3f- (I 
Kn) £>>-F3r- (K (t) 0 0) Wftbfcf-^f ?:Kf t5„ 
[0 2 2 3] 

H3 4 (D&WlZfc, W^MZ^LTSbZ. -r/i^XO, 1, 2B\ £ 1% ^ 

V^fctt^ajCj: »J, H*fy-K^r'- (K (t) 0 0) SrMfS. &tc, K ( 
t) 0 0 tc J;5^#IC J; yfgfE*- I K n &BtWr&. 
[0 2 2 4] 

i&(DyjV-?(D"rJi4 MxJi-^A-f *4, 5, 6-&, ZKZ)^©-?- # 
(EKB) ^flfctltt), &S?<DUm?ZV-7*-. 7-K#-S:^ 

tii;-K*- (k (t) oo) &3tfrts£fc#"T?£fc^. rafctcytf-* 

ify-K^r- (K (t) oo) S]R»t*ii:*«T?gf, JESJ&ftlspJ&^-rs-? 
^-f ^ ©##SgSE* - L TftJffl "T £ 3 £ W «Tfg £ & & . 

[0 2 2 5] 
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fg£&£„ mmt*r--7Uv V (EKB) IC J: o TffiF#fbS *l& 

[0 2 2 6] 

[0 2 2 7] 

[0 2 2 8] 

%(Dm2 7-2 9 &JBv*T8&l5§Lfc,fc3 JC, gS'B^S fcf'Jffl t, £ n > ^> ^ (3D 

$stg & t# & & v ^ -r * t) *>ms.nm & mn^m^mmmi^ izmlx?-* mm 

[0 2 2 9] 
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Zmy-fZ, Xr'^S 3 5 0 2lCfeVNT, MUf&xL L tcfr'gfr U 
Lfelil&^ffi: lt^f7^S 3 5 0 3 lC3t.fr, fg|E#tg£^£^fB'Mtis 
, ^«A-Ff>fX^, CD-R, DVD^$:^^tf - #fB#, #£#L3l£ 

[0 2 3 0] 

^r*;^S 3 5 0 2{cfiv>t, ^H*^irb^^ofei:f[f^$tife#-^», 
tv?S 3 5 0 3 <7>fSIMfg£#£&^iB4i», Mi«A-Ffal CD 
-R, D V D^£ £ #J V^ir— #fB$i, M&S#§I^t£ *l& Vn 0 
[0 2 3 1 ] 

[0 2 3 2] 

£©J:3JC, S£^B©f83iE*-&*-^ffc:/ny# (EKB) T?m&-f* 

WAIi^-Kf-fXj', CD-R, D VD^fcfflv^^-^iBU, S£ 
[0 2 3 3] 

-f&fc*., ME0t£^ir£^*M;3f-;/n y * (EKB) £*-yy-tf)y 

tttt#^«riBJ5;^a;'fls^-yn y ? (EKB) i: LTiiSfc-rs 3 H\z& y, 

& ^ - # fllSlgff (C £ 3 ;* ^ U 7 s A >f ^ £ <Z)ggSE^3i £ Bfr lb l T , -T 
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[0 2 3 4] 

[fi*^ffl ( I CV: Integrity Check Value) femm&l 
>y^« (ICV) ££f£LT, n>^>yjc2?h£tfttT, I C VCDfflMc «fc »J , 
[0 2 3 5] 

n>-r->^a)>f yT-rvn -^-^vvm. (ICV) tt, iii^ >t=->^jc 

jy-rSA»y2/3.ggS!tS:MV>Tff-|jCStl» ICV = hash (Kiev, CI, C 
2, •••) ICfcoTtfDCStlS. K i_c v «I CV£fft3f-T?&5„ CI, C 2 & 

3^f>y»i«tife »J, n^^y^Mg'fffgtf)* (MAC 
: Message authentication Code) #^M£*l<5 0 fuM L £ £ 3 tC. [MAC] 

LT^ynrvn -?-aLvzm (icv) ©ffjs^j&sns. 

[0 2 3 6] 

DE SfM&3S^J&£fflV^MACffi£j&M£El3 6 fC^I". ® 3 .6 
^"■f <fc5lC;ttgi£&£* 8A-f f^&JC#f!JU ■ (J£*T, ##J3*l£ 

^yt-^SMl, M2, ■• • MNttS) , £t\ $Jftte (Initial Valu 
e (J^T, IVifS) ) HM 1 &3MtSfl9l&Ja?D'*-& S: I 1 

„ ate i i &de si©-3{fc8istcA*i, fil (j^t. Kitts) zm^xm^ik 

(ffi*$:Eli:tS) „ R^T, E 1 it>'M2 £#Mffiffti&3SftJ U ^tf>ffi 
27 I 2 $:DE SH^tSP^AtU «K 1 &fflV%TB&#-ffc"rS (m#E2) 0 J^T 

fcEN#* yfe-S^fglEff-Jf (MAC (Message Authentication Code) ) £t£ 

2>. *vt-V£LTl$. &UttM£.&&ziy-T'yyjSJ:Xf'\y#tiim*& 

<DnyTyymm?-*ZM&?&3ftT-$tfmm*smT>&z> 0 

[0 2 3 7] 

r©i9*3>fV^OMACii: I CV^-K i c v KlAy S/3.|»fft:£: 
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mmhxm^^xny^-yyo)^ y^-^fV9->f -^xv^ffi (ICV) 
3, &m<Dft^z£tf&U2ftt~M&iXnyTyy£&mz&&Lt~ i cvt, 
frfeKn^^yicS^T^Lfc i cv £ZikMtLTm-<D i c V#*#£*l 
ftiSuyTyyiz&m<D&^z.ttfUut£ti, icv#Mfc*itf» ofe 

[0 2 3 8] 

_hM©J:e>&-f >7^Ut^ -^aiy^U (ICV) tt, 3>T->^ffl^{C*f 

y^ffi (ICV) Sr^-rSdt^BrtBTf&S. tlCDMACtaS I CVCDft 
'Ute, M;U£, ICV=MAC (Kiev, C_MAC [0] ||C_MAC [1 
] ||C_MAC [2] H-) (Cj:ot^t5 0 
[0 2 3 9] 

ny^yvmm.WiZ^mVfc I CV£&MLT;J3£, ^xy **&JII${C£j&I 

cv^ii cv©jt«*t3i&fT&e>. sicvMtMafciiiLii^b 

[0 2 4 0] 

nyTyv3b®M<D®5skl£mz>t~®>. #*^dfy #ic>r y^W <r4 -^x>y^ 

H (ICV) &^LT»tt^-Sih^3>5 t >y*Jg^aiy^©fc«)lCtt^ 
[0 2 4 1 ] 

#fC, ^77>r>a^^'J SftffiLfc^^U*- K^OD^i©^:^^^ 

tiuc^Tte, Htt-?-*, ^n^A^-*^, m^fc^T-ify 
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cbc^- \?iz&\<^T£f&£nz>* v-t-vnuw^ (mac) (c<tu, 

if mi CV5:^S^5:^«i^ -5 s - #££Mc;fcf1-£ D E S-CBCffl® 
[0 2 4 2] 

^T-dry #tc®SL t=.A ^ w • ^x-vtw: ( i c vy siibtifff 
tf^-^H^fr^&^^u^ -^:ny.#ia (icv) <D£ja#t3i#, 

[0 2 4 3] 

(ICV) ©^M^M^^^c ^^U*- F^CDIH'I*^ (.v^visx. 
^U) &c&, Ef3 7 lc^3n& J; 5 fcW^-*©^ h U tc, S^fl 
~7T-4)\s (PBLI ST) , lSfft3>T>yi:l/Ta!S[CDATRACK3f- 

*7r>f^ ( a 3 d ) $e>&c, ^^yjctt, a»©*^dru icM-rs 

(#l~#n) tfteittStiS. ttSCDj&^zru Will 

hit?-*, ^-A^nmms. 3*>tc, iBj«t<£>®#^- 

[0 2 4 4] 

iff^<£^Mfc3f-^n y * (EKB) ©fSffi (:n>-5^7M) 5:1 
^^□TU H LTggJtLT* J:V^. "t ^^{fc^- ZfU v V (EKB) 
J:oT^W$n§^-Bf-^^r- : K E K tC J: o Tt^ $ *l£ =3 S> =3p> — K 
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